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Bluetooth® Mesh ADK 2.3.5.0 
August 25, 2021 

Bluetooth mesh is a new topology available for Bluetooth Low Energy (LE) devices 
that enables many-to-many (m:m) communication. It’s optimized for creating large-
scale device networks, and is ideally suited for building automation, sensor networks, 
and asset tracking. Our software and SDK for Bluetooth development supports Blue-
tooth Mesh and Bluetooth 5 functionality. Developers can add mesh networking com-
munication to LE devices such as connected lights, home automation, and asset track-
ing systems. The software also supports Bluetooth beaconing, beacon scanning, and 
GATT connections so Bluetooth mesh can connect to smart phones, tablets, and other 
Bluetooth LE devices.  

These release notes cover SDK version(s): 
 
2.3.5.0 released on August 25, 2021 
2.3.4.0 released on March 17, 2021 
2.3.3.0 released on December 21, 2020 
2.3.2.0 released on November 4, 2020 
2.3.1.0 released on September 2, 2020 
2.3.0.0 released on June 17, 2020 

 

 

 

 

 

 

 

 

 

 

 

 

 
Compatibility and Use Notices 

It is recommended to use the ADK version with the corresponding version of the Bluetooth Mesh SDK, for example use ADK version 
2.3.5.0 with SDK version  1.7.5.0. 
  

 

KEY FEATURES 

• API for Time model support (iOS and 
Android) 

• API for Scheduler support (iOS and 
Android) 

• API for getting and setting Light LC 
model (iOS and Android) 

• API for import and export mesh struc-
ture (iOS and Android) 

• Increase size of maximum mesh net-
work  
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1 Android 

1.1 New Items 
Added in release 2.3.4.0 

ID # Description 
4451 API: Added API for allowing or denying packets using Proxy Server Filter List 
4317 API: Added API to get and change node's default TTL value 
1142 API: Added ProvisionerConfiguration.connectionRetryCount 
4751 API: Added saving current values of replay protection list after each message received by provisioner 

 

Added in release 2.3.3.0 

ID # Description 
4220 API: Added PublishPeriod object to decode components of publications period 

 

Added in release 2.3.2.0 

ID # Description 
3765 API: Added getter of ProxyConnection in ProvisionerConnection 

Added Javadoc describing configuration process after provisioning 
3931 API: Added a method in ProxyConnection class replacing error callback in the active proxy connection 
3740 APP: Added View for exporting log files 
3911 API: Added IV Index methods (IvIndexControl class) 

Added BluetoothMesh.getSequenceNumberWrapCount() 
3893 API: Enabled using the same gatt connection for the provisioning and configuration processes 

 

Added in release 2.3.1.0 

ID # Description 
3247 APP: Show step number for node configuration 
3108 APP: Added ProxyConnection.connectToProxy(boolean, ConnectionCallback) and 

ConnectableDevice.refreshBluetoothDevice(RefreshBluetoothDeviceCallback) 
3210 APP: Application can load LPN poll timeout 
3212 APP: Application shows default timeout for LPNs 
3214 APP: Application allows setting the default timeout for LPNs 

 

Added in release 2.3.0.0 

API: Support for Time model: 
• JNI for Time Model 
• Time get request 
• Time set request 
• Time zone get request 
• Time zone set request 
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• TAI-UTC Delta get request 
• TAI-UTC Delta set request 
• Time role get request 
• Time role set request 
• Handle Time Notifications 

API: Support for Scheduler Model: 
• JNI for Scheduler Model 
• Scheduler Get request 
• Scheduler Action Get request 
• Scheduler Action Set request 
• Handle Scheduler Notifications 

API: Support for LPN: 
• Get LPN’s poll timeout 
• Get default timeout for LPN configuration requests 
• Set default timeout for LPN configuration requests 

APP: Support for Time model: 
• Time get request 
• Time set request 
• Time role get request 
• Time role set request 
• Handle Time Notifications 

APP: Support for Scheduler Model: 
• Scheduler Get request 
• Scheduler Action Get request 
• Scheduler Action Set request 
• Handle Scheduler Notifications 

1.2 Improvements 
Changed in release 2.3.5.0 

ID # Description 
4073 API: Added more convenient public API for using OOB authentication data. 

4892 API: Make ProxyConnection more user-friendly, return success callback on:  
- connectToProxy() when connection is already established 
- disconnect() when connection is already disconnected 

 

Changed in release 2.3.4.0 

ID # Description 
4066 APP: Replaced hard-coded ControlElement with retrieving the correct one based on the required model  

 

Changed in release 2.3.3.0 

ID # Description 
4066 APP: Replaced hard-coded ControlElement with retrieving the correct one based on the required model 
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Changed in release 2.3.2.0 

ID # Description 
3306 API: Changed provisioning process after successful provisioning and error on a following task 
3731 API: Improved provisioning process flow 
3160 APP: Reduced number of operations during changing node's group 
3870 APP: Improved behavior of the Poll Timeout section in a node configuration 
3073 API: Unbinding a group from a node removes only appropriate models 

Documentation: 

ID # Description 
3710 Described vulnerabilities and guidelines of removing a subnet 

 

Changed in release 2.3.1.0 

ID # Description 
3741 Project migrated to AndroidX 
3106 APP: Export keys to local storage. Export keys for all subnets at once 
3627 APP: Change UI of toasts 
3629 APP: Unify app buttons 
3680 APP: Clarified text in some toasts 
3712 APP: FactoryResetCallback with a proxy node returns the actual result 

Documentation: 

ID # Description 
3797 Update Low Power Node documentation (common for Android and iOS) 
2218 Fixed source code snippet in AN1200, section 4.2 
2348 Added paragraph about removing a node 
2518 Added documentation to ProvisionerAttentionTimerParameters and changed its status to deprecated 

Improved documentation of NodeProperties. 
3138 Removed deprecated API usages in AN1200 

 

Changed in release 2.3.0.0: 

AN1200: Bluetooth® Mesh for iOS and Android ADK:  
• Add a section to AN1200 document with known Bluetooth troubleshoots 
• Add Error codes used in ADK to QSG 
• Create simple how-to for sending and receiving request 
• Update Time sections in QSG 
• Update Scheduler sections in QSG 
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1.3 Fixed Issues 
Fixed in release 2.3.5.0 

 
ID # Description 
5081 API: Fixed a small memory leak when sending gatt data. 

4865 API: Fixed crash when ProxyControl.allow called without any active Proxy Connection. 
4845 APP: Fixed collecting logs in the release version. 

 

Fixed in release 2.3.4.0 

ID # Description 
4230 API: Fixed problem with setTTL not working. 
4262 API: Fixed no timeout immediately when there is no active connection. 
4289 API:  

Fixed using time and scheduler models publication after clearing database and still using app. 
Fixed using group publication with the one gatt connection feature during the same connection. 

4329 API: Fixed error handling in some cases during provisioning. 
4173 API: Fixed crash when sending dot to LC Property State. 

 

Fixed in release 2.3.3.0 

ID # Description 
4230 API: Fixed conversion of Publish Retransmit values 
4228 APP: Fixed nodes validation during import 
3928 APP: Fixed decoding packets with IV different than 0 
4057 APP: Fixed incorrectly disconnecting from GATT device 

 

Fixed in release 2.3.2.0 

ID # Description 
3643 API: Fixed a crash during IV update/recovery 
3828 APP: Fixed crash when user adds node to empty network 
3165 APP: Improved export JSON compatibility with the schema 
3410 APP: Fixed crashes in LPN configuration view 
3849 APP: Fixed crash when user sends empty LC Property States 
3867 API: Fixed error 3073, when an already bound appKey was binding again to local model 
3515 APP: Fixed setting time in scheduler server 
3245 API: Fixed not removing stack keys in some cases 
3694 API: Fixed timeout error when performing a factory reset on a proxy node 

 

Fixed in release 2.3.1.0 

ID # Description 
3477 API: Fixed crash when MTU has been changed twice during connection attempt 
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ID # Description 
3393 API: Removed COULD_NOT_WRITE_TO_CHARACTERISTIC error from the library, improved handling writing to 

characteristic errors, improved provisioning process success ratio 
3274 API: Fixed values of TAI-UTC delta and Time Zone Offset in Time Status 
3293 API: Fixed value of month and day of week in scheduler 
3382 API: Fixed returning unknown error for unacknowledged scheduler action set for groups 
3111 APP: Removed deprecated method calls 
3299 APP: When getting DCD fails user can retry the operation in node configuration view 
3522 APP: Fixed 37 second delay in scheduler actions due to unaccounted TAI - UTC delta 
3774 APP: The correct LPN poll timeout value is displayed 

 

Fixed in release 2.3.0.0 

ID # Description 
3229 API: Remove proxy connection from provision (as node) session 
3273 API: Correct mesh_memory_config_t values 
3031 API: Remove group messages for Time Setup Server 

1.4 Known Issues in the Current Release 
Issues in bold were added since the previous release.  

ID # Description Workaround 
2573 API: Missing mesh proxy service  
2592 APP: Cannot select group and functionality  
3034 APP: Android App keeps the network key after force-removing  

1.5 Deprecated Items 
Notified in release 2.3.5.0 

ProvisionerOOB 
• public void inputOobDisplay(byte[] uuid, INPUT_ACTIONS inputAction, int inputSize, byte[] authData); 

ProvisionerOOBControl 
• public void providePublicKey(final byte[] uuid, final @Nullable byte[] publicKey) 

 

Notified in release 2.3.2.0 

Network 
• public void requestIvIndexUpdate(IvIndexUpdateEventHandler) 

 

Notified in release 2.3.0.0 

ProvisionerConnection 
• public void provisionAsNode(ProvisioningCallback) 
• public void provisionAsNode(ProvisionerAttentionTimerParameters, ProvisioningCallback) 
• public void provisionAsProxy(ProvisioningCallback) 
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• public void provisionAsProxy(ProvisionerAttentionTimerParameters, ProvisioningCallback) 
• public void provisionAsProxyWithoutNodeIdentity(ProvisioningCallback) 
• public void provisionAsProxyWithoutNodeIdentity(ProvisionerAttentionTimerParameters, ProvisioningCallback) 

1.6 Removed Items 
None 
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2 iOS 

2.1 New Items 
Added in release 2.3.4.0 

ID # Description 
4504 API: Added API for allowing or denying packets using Proxy Server Filter List 
4316 API: Added API to get and change node's default TTL value 
4765 API: Added saving current values of replay protection list after each message received by provisioner 

 

Added in release 2.3.3.0 

ID # Description 
4219 API: Added SBMPublishPeriod object to decode components of publications period 

 

Added in release 2.3.2.0 

ID # Description 
2237 API: Added methods for removing the key in ApplicationKey and NetworkKey classes 
3786 API: Added a method in ProxyConnection class for replacing error callback in the active proxy connection 
3874 API: Enabled using the same gatt connection for provisioning and configuration processes 

 

Added in release 2.3.1.0 

ID # Description 
3190 APP: Get LPN’s poll timeout 
3194 APP: Set default timeout for all LPN configuration requests 
3190 APP: Get LPN's poll timeout 
3346 APP: Allow manual retrieval of Device Composition Data if it was not retrieved automatically 
3121 API: Provisioner can subscribe to heartbeat 
3163 API: Proxy Connection used in configuration process in Provisioning process can now be accessed using 

`SBMProvisioningConnection` class 

 

Added in release 2.3.0.0 

API: Support for Time model: 
• Time get request 
• Time set request 
• Time zone get request 
• Time zone set request 
• TAI-UTC Delta get request 
• TAI-UTC Delta set request 
• Time role get request 
• Time role set request 
• Handle Time Notifications 
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API: Support for Scheduler Model: 
• Scheduler Get request 
• Scheduler Action Get request 
• Scheduler Action Set request 
• Handle Scheduler Notifications 

API: Support for LPN: 
• Get LPN’s poll timeout 
• Get default timeout for LPN configuration requests 
• Set default timeout for LPN configuration requests 

APP: Support for Time model: 
• Time get request 
• Time set request 
• Time role get request 
• Time role set request 
• Handle Time Notifications 

APP: Support for Scheduler Model: 
• Scheduler Get request 
• Scheduler Action Get request 
• Scheduler Action Set request 
• Handle Scheduler Notifications 

2.2 Improvements 
Changed in release 2.3.4.0 

Documentation: 

ID # Description 
4435 Added documentation for provisioning already connected device  

 

Changed in release 2.3.2.0 

ID # Description 
3695 API: Improved speed of database clearing 
3621 
3623 

APP: Improvements in view for controlling time model 

3869 APP: LPN view improvements 

Documentation: 

ID # Description 
3983 Added note about Encryption Export Regulations 
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Changed in release 2.3.1.0 

ID # Description 
1455 APP: Buttons on provisioning screen became more clear 
1173 APP: Device configuration view improvements 
3637 
3639 

APP: Improvements in the Scheduler view 

3479 APP: UI improvement for license view 
3773 APP: LPN view improvement 
3047 API:  

[Import/Export Example] Changed formatting for properties: unicast address, identifier, modelId. 
[Import/Export Example] Added properties: name in AppKey, parentAddress in Group, $schema, id. 

3711 API: Changed factoryReset method in SBMConfigurationControl to return a correct error code.d 

Documentation: 
 

ID # Description 
2348 Added paragraph about removing a node 
3139 Add notes about deprecated methods and point to new ones 
3315 Update Low Power Node documentation 
3791 Update SBMProvisionerParameters documentation 
3761 Add information to AN1200 about changes in database structure in Export section 

 

Changed in release 2.3.0.0: 

API: Add missing Time subscription operations 

API: Deprecate method setHeartbeatSubscription and create a new one setHeartbeatSubscriptionLog 

AN1200: Bluetooth® Mesh for iOS and Android ADK:  
• Add a section to AN1200 document with known Bluetooth troubleshoots 
• Add Error codes used in ADK to QSG 
• Create simple how-to for sending and receiving request 
• Update Time sections in QSG 
• Update Scheduler sections in QSG 

2.3 Fixed Issues 
Fixed in release 2.3.5.0 

ID # Description 
5695 API: Fixed memory leak on import/export. 
4805 API: Fixed issue with handling of vendor model messages passed via group address. 

 

Fixed in release 2.3.4.0 

ID # Description 
3300 API: Framework is now distributed as XCFramework instead of fat framework. 
4260 API: Fixed issue with big timeouts after broken connection with queued configuration messages. 
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ID # Description 
4172 APP: Node configuration Proxy/Relay/Retransmission/Friend switches can be switched only after refreshing their status. 
4271 API: Fixed problem with setTTL not working. 
4178 APP: Clear adapters during mesh stack initialization. 
4047 APP: Added cancelling group control task when all nodes confirm, after 5 seconds, or if an error occurred. 

Fixed in release 2.3.3.0 

ID # Description 
4111 API: Fixed the framework crash caused by not clearing an adapter after the import of the database 
3975 APP: Added IV Index field to the Exported Security Keys 
4065 APP: Fixed interactions with LC server if it's not in second element of node 
4205 API: Fixed conversion of Publish Retransmit values 

 

Fixed in release 2.3.2.0 

ID # Description 
2691 APP: Improved stability of the app. 
3860 APP: Allow inserting negative values in fields TAI-UTC and Time Zone Offset 
3898 APP: Fix for crash while resetting local database 
3897 APP: Fix for problem with a proxy connection not closing 
3890 API: Added a more convenient public API for using OOB authentication data 
3694 API: Fixed timeout error when performing a factory reset on a proxy node 
3955 API: Added missing methods to fully support the IV index update 

 

Fixed in release 2.3.1.0 

ID # Description 
3738 API: Application crash when trying to assign name to AppKey 
3709 API: Generic subscriptions: after unsubscribing, subscription is no longer processed internally 
3277 APP: Fixed sending invalid value for Time Zone Offset field 

 

Fixed in release 2.3.0.0 

ID # Description 
3052 API: Removed group messages for Time Setup Server 
2778 API: Scene and LC unit tests fixed 

2.4 Known Issues in the Current Release 
Issues in bold were added since the previous release.  

ID # Description Workaround 
1792 API: Handle notifications sent by sensor model  
2469 API: isSecuredNetworkBeacon in SBMNodeSecurity is not updated  
2357 APP: Can’t delete the node after factory reset  
2635 API: Provisioning fails and affects next attempts  
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2.5 Deprecated Items 
Notified in release 2.3.2.0 

SBMProvisionerOOB 
• func inputDisplay(_ uuid: UUID, inputAction: SBMProvisionerOOBInputAction, authData: Data) -> SBMProvisionerOOBResult 
• func requestIvIndexUpdate(handler: IvIndexUpdateEvent? = nil) -> Error 
 
Deprecated in SBMNetwork: 

• func currentIvIndex() -> UInt32 
• func requestIvIndexUpdate(handler: IvIndexUpdateEvent? = nil) -> Error 
 

2.6 Removed Items 
None 

 

 



  
 Using This Release 
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3 Using This Release 

3.1 Installation and Use 
See AN1200: Bluetooth® Mesh for iOS and Android ADK for information about required tools and compatible platforms.  

3.2 Support 
Development Kit customers are eligible for training and technical support. You can use the Silicon Labs Bluetooth LE web page to obtain 
information about all Silicon Labs Bluetooth products and services, and to sign up for product support. 

Contact Silicon Laboratories support at http://www.silabs.com/support. 

 

https://www.silabs.com/products/development-tools/software/bluetooth-low-energy
http://www.silabs.com/support


IoT Portfolio
www.silabs.com/products

Quality
www.silabs.com/quality

Support & Community
www.silabs.com/community

Smart. Connected.
Energy-Friendly.

Silicon Laboratories Inc.
400 West Cesar Chavez
Austin, TX 78701
USA

www.silabs.com

Disclaimer
Silicon Labs intends to provide customers with the latest, accurate, and in-depth documentation of all peripherals and modules available for system and software imple-
menters using or intending to use the Silicon Labs products. Characterization data, available modules and peripherals, memory sizes and memory addresses refer to each 
specific device, and “Typical” parameters provided can and do vary in different applications. Application examples described herein are for illustrative purposes only. Silicon 
Labs reserves the right to make changes without further notice to the product information, specifications, and descriptions herein, and does not give warranties as to the 
accuracy or completeness of the included information. Without prior notification, Silicon Labs may update product firmware during the manufacturing process for security or 
reliability reasons. Such changes will not alter the specifications or the performance of the product. Silicon Labs shall have no liability for the consequences of use of the infor-
mation supplied in this document. This document does not imply or expressly grant any license to design or fabricate any integrated circuits. The products are not designed or 
authorized to be used within any FDA Class III devices, applications for which FDA premarket approval is required or Life Support Systems without the specific written consent 
of Silicon Labs. A “Life Support System” is any product or system intended to support or sustain life and/or health, which, if it fails, can be reasonably expected to result in 
significant personal injury or death. Silicon Labs products are not designed or authorized for military applications. Silicon Labs products shall under no circumstances be used 
in weapons of mass destruction including (but not limited to) nuclear, biological or chemical weapons, or missiles capable of delivering such weapons. Silicon Labs disclaims 
all express and implied warranties and shall not be responsible or liable for any injuries or damages related to use of a Silicon Labs product in such unauthorized applications.  
Note: This content may contain offensive terminology that is now obsolete. Silicon Labs is replacing these terms with inclusive language wherever possible. For more 
information, visit  www.silabs.com/about-us/inclusive-lexicon-project

Trademark Information
Silicon Laboratories Inc.®, Silicon Laboratories®, Silicon Labs®, SiLabs® and the Silicon Labs logo®, Bluegiga®, Bluegiga Logo®, Clockbuilder®, CMEMS®, DSPLL®, EFM®, EFM32®, 
EFR, Ember®, Energy Micro, Energy Micro logo and combinations thereof, “the world’s most energy friendly microcontrollers”, Ember®, EZLink®, EZRadio®, EZRadioPRO®, Gecko®, 
Gecko OS, Gecko OS Studio, ISOmodem®, Precision32®, ProSLIC®, Simplicity Studio®, SiPHY®, Telegesis, the Telegesis Logo®, USBXpress® , Zentri, the Zentri logo and Zentri DMS, 
Z-Wave®, and others are trademarks or registered trademarks of Silicon Labs. ARM, CORTEX, Cortex-M3 and THUMB are trademarks or registered trademarks of ARM Hold-
ings. Keil is a registered trademark of ARM Limited. Wi-Fi is a registered trademark of the Wi-Fi Alliance. All other products or brand names mentioned herein are trademarks 
of their respective holders.

https://www.silabs.com/products
https://www.silabs.com/community
https://www.silabs.com/about-us/corporate-responsibility/commitment-to-quality
https://www.silabs.com/about-us/inclusive-lexicon-project

	1 Android
	1.1 New Items
	1.2 Improvements
	1.3 Fixed Issues
	1.4 Known Issues in the Current Release
	1.5 Deprecated Items
	1.6 Removed Items

	2 iOS
	2.1 New Items
	2.2 Improvements
	2.3 Fixed Issues
	2.4 Known Issues in the Current Release
	2.5 Deprecated Items
	2.6 Removed Items

	3 Using This Release
	3.1 Installation and Use
	3.2 Support


